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Email:  Lorna.Hutcheson@isc.sans.org

Hi, my name is Lorna Hutcheson.  I am a Information Security Engineer for CACI 
International Inc.  In my spare time I also volunteer as one of the handlers at the 
SANS Internet Storm Center (ISC) which can be found on the web at isc.sans.org 
I enjoy doing network security and REM is one of my favorite things to do.  These 
are the certifications that I hold:  CISSP-ISSMP, GSEC, GCFW, GCIA, GCWN, 
GCIH, GREM
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Stay Alert!!

In this class you need to stay alert, because we will be moving fast and there is a lot 
of material to cover.  I also like participation and you never know when I might ask 
you a question:>) 



3

3

Page 3 of  83
Malware Analysis:  The Basics

Consider using one of these….

Protecting yourself is important and you will need one of these if you work in 
Information Assurance for any long period of time and especially for this 
presentation.  If you don’t use one of these……

The drawing can be found at:
http://zapatopi.net/afdb/
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You Too Could End Up Like This!!

Then I am not responsible if you end up looking like some of my fellow handlers 
here.
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Mission Statement
The purpose of this presentation is to give 
someone new to reverse engineering malware 
(REM) a place to start.   At the end you should 
be familiar with the basic hardware, tools and 
concepts needed to learn how begin to do REM.

Be very quiet…..
We’re hunting

malware!

Many times I been asked by folks  “how did you do that” or “how do I learn to do 
that”.  That is why the purpose of this presentation is to give an overview of REM.   
It is impossible in two hours to do the topic justice.  I will not be going in-depth in 
the different areas of REM.  What I am trying to do is establish a structured 
approach so that someone who has never done REM or is relatively new to it can 
have a guideline to follow.   The rate at which malware is being developed and 
unleashed is staggering.  I hope when I am done, the community of REM will have 
grown in number.  Without more folks having these skills and putting them to use, 
we will lose the battle on the internet.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Here is a overview of the topics we will be covering in this two hour block.  Each 
one will be covered in greater detail as we go through this together.
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What is Malware?

Malware:  Any piece of code that 
has malicious intentions and/or 
performs a function that the user 
was not aware that it was going to 
do.

Many people have many different ideas of what malware is and what it is not.  The 
above slide is my definition of malware.  In my eyes it covers many areas such as 
spyware, viruses, worms, key loggers, bots, rootkits, etc.  Let me be clear on what I 
have written.  I am not referring to the documented functionality of an application 
that a user is just unaware that it exists.  What I am referring to is functionality built 
in and being used by the application without being disclosed that its in there.  I am 
also referring to things that get installed without the users knowledge and/or 
consent.
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Malware Analysis
Myth Buster

You have to know and understand assembly
in depth

It is only for those really good at programming

It is too difficult to do and figure out

It is for only the really die-hard geeks

It costs a lot of money

There are many misconceptions when it comes to REM  Its always interesting to hear what people think 
about REM that have never done it.  I would like to dispel a few of those myths today:

1. You have to know and understand assembly in depth. You don’t have to be an assembly guru.  
Understanding some of the basic commands and what they are used for will go a long ways.  Of course, 
the more you understand assembly, the more you can do with the code when doing analysis.  But I think 
you will find that it doesn’t take a lot of knowledge about it to get a good understanding of what the 
malware is and what it does.

2. It is only for those really good at programming. REM is not just for programmers.  It is more like a 
puzzle and the code analysis is only one small piece of it.  The only areas of REM can go a long way to 
understanding what the malware is doing.

3. It is too difficult to do and figure out. It is not difficult to figure out and once you have a 
methodology to follow it makes it much easier.  I think many folks will be surprised once they try it.

4. It is for only the really die-hard geeks.  Being a die-hard geek has nothing to do with it.  It is a puzzle 
to solve and one that is within the skill range of most folks.  It does take some effort and you have to 
practice to become proficient.  Even if you don’t REM constantly, this guide should provide you with the 
necessary steps should you need to look at malware in the future.

5. It costs a lot of money. With today’s software and technology it is not that expensive to do.   Most of 
the tools that are used by folks who do REM are freeware/shareware tools that don’t require a major 
investment.  Probably the most expensive thing you will purchase will be VMware or what ever you 
choose to use to replicate a network on a single
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Malware Analysis
The Facts

It is an art

There is a process to learn

It can be challenging

It requires dedication and diligence

The more you practice, the better you get

It is fun!!

Here are some facts about malware analysis that you should know before venturing off in the 
world of REM:

1. It is an art.  What do I mean by this?  What I mean is that this steps are a guideline to learn the 
process.  Once you start doing REM, you will develop your own style and techniques that work for 
you.  There are times when I have been asked “How did you know to do that?” and the only 
answer that I can give them is that I just knew.  I liken it to someone who can play the piano, but 
doesn’t read music.  How do they do that?  Well they can’t explain it but they just know how to do 
it.  As you practice there will be things that you will just know from experience.

2. There is a process to learn.  Things are easier to learn if there is a logical process behind it.  Once 
you learn the process, you have the foundation you need to learn REM.  

3. It can be challenging.  I won’t tell you that REM won’t be frustrating.  Sometimes malware just 
doesn’t play nice and things will happen.  You may spend hours attempting to get malware 
unpacked or figure out why its performing a specific behavior.  No matter how much you do REM, 
you will run into challenges.  Just don’t quit!

4. It requires dedication and diligence.  REM skills are not something that are developed 
overnight.  You will learn a process today but you have to be dedicated to REM if you want to be 
really good at it.

5. The more you practice, the better you get. To become good at anything, you have to practice.  
REM is no exception.  To really learn REM you have to practice. As you practice your skills, it 
does become easier!

6. It is fun!!  REM is nothing more than a puzzle in front of you that needs to be solved.  It is a great 
feeling when you finally achieve your goal on something that has been eluding you!  Don’t sweat 
learning REM, just have fun with it!
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Malware Analysis
Three Areas

1.  Visual Analysis: What 
you can deduce just by 
looking at the file, its strings, 
size, where it came from etc. 

Visual Analysis is the first of three areas within REM.  This step is key and should 
not be overlooked.  There are things you can learn from looking at the malware and 
nothing else.  We will be covering this step in more detail in later slides.
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Malware Analysis
Three Areas

2.  Behavioral Analysis:
How the malware behaves 
when executed, who it talks 
to, what gets installed, how 
it runs, etc. 

Behavioral analysis is another step in REM.  This is where you watch the malware 
to see what it is doing once you have launched it on your test box.  This step is 
probably one of the most revealing and can really give you a feel for the malware 
without going any farther.  Many times I stop at this point because I’ve already seen 
what I need to know especially if time is a factor.  This topic will be further 
discussed in later slides.
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Malware Analysis
Three Areas

3.  Code Analysis: The 
actual viewing of the code 
and walking through it to 
get a better understanding 
of the malware and what 
its doing.

This last step is probably the more difficult for folks and requires the most practice.  
Code analysis means that you are looking at the underlying architecture of the 
malware.   It can give you more of an insight to things the malware may be capable 
of doing that weren’t observed in the other two steps.  This will be further discussed 
in later slides.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Now that we have an overview of REM, we need to talk about some things you 
need to have to setup your own test environment.  This is the minimum 
requirements for having an effective test environment.
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Test Environment
1. Computer Requirements:

a) At least 1GB of memory:  REM is memory 
intensive

b) A large hard drive:  Allows you to keep 
images on the hard drive 

c) Good Processor – Faster is better
d) NIC card
e) CDROM/DVD burner
f) Operating System is your choice

First thing to know is that you need a system dedicated to doing REM.   Its needs to be a dedicated 
system for reasons we will discuss more on in the safety slides.
Any of the software that can be used to create virtual environments is memory intensive.  Why is this?  
Because you will be running multiple operating systems and tools with in those operating systems all 
on one box. My first test box did not have enough and life was miserable and things were very slow. 
You will be happy that you spent a little extra money increasing your memory.
A large hard drive shouldn’t be a big deal.  Most systems come with more than enough space and its 
more of a convenience than a requirement.  I like to keep my images on my test box so I don’t have to 
move them from a CD/DVD when I want to use them.  I also create lots of “snapshots” of the images 
as I work.  However, do keep a backup copy on a CD/DVD in case something goes wrong.  You will 
be glad that you did!
A fast processor is a good thing.  It makes things move along at a faster pace and your not having to sit 
and wait for things to come up.  Memory helps alleviate this, but lots of memory combined with a fast 
processor makes for an enjoyable experience.
Why do you need a NIC?  For one you may want to let your malware go to the internet.  I don’t advise 
it, but some folks use this technique.  Also you will want the images you create to have networking 
installed to allow your systems to talk to each other.
CDROM/DVD burners are handy to have to store copies of your images that you create.  They will be 
large and you need to have the ability to back them up.
The operating system for you test box is your choice and what you feel comfortable with.  Most of the 
virtual software runs on many OS types.   Make sure you check before you buy!
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Test Environment
2. VMware workstation:  Run and network 

multiple OSes on one platform

VMWare is an application that will let you set up and run multiple OSes right on 
one computer.  It eliminates the need to have multiple systems and makes it very 
compact.  You can setup a test network with several systems in use for your testing.  
Also it offers the functionality of reverting back to the original image of your OS 
after you are done.  If you want you can even create “snapshots” of the OS at many 
different points.  
What virtual software you use mainly depends on your preference, and what you 
have experience with.  VMware is what I learned on first when I took the class 
Lenny Zeltser teaches on REM and its what I am comfortable using.  The 
functionality it provides is incredible and its easy to use.  Also consider that most 
folks who do REM use VMware.  
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Test Environment
3. Storage media:  For transferring malware 

and storing unused OS images

You will want to have storage media available in some form.  A CDROM/DVD 
burner is very handy to have for copying off images to keep as backups.  I like using 
a thumb drive for moving malware and data around.  Its fast, easy and very 
convenient.  It doesn’t matter what you choose or how you choose to do it, just 
know that you should consider this before setting up your test environment.  Once 
again you will tailor this to what fits your needs.    
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Test Environment
4. Internet Connectivity:  Optional, but 

occasionally you might need it.

The bot would 
like to go to the
Internet NOW!!

Access to the internet is something that varies in the REM community.  Some folks 
like to have access to the internet available at all times and others don’t.  Here is my 
approach and why I do it this way.  I don’t have my test box connected to the 
internet at all times.   It is rare that it gets connected and mainly if I need to update 
my VMware.  VMware offers you the ability to let your images go to the internet as 
well.  Some folks do this if they have malware that wants to go to a site.  I have 
found that its not usually necessary.  I can set up what it wants in my test 
environment and make the malware use it.  We will talk more about how to do this 
in later slides.  I don’t let mine go to the internet to ensure that I don’t inadvertently 
spread the malware or cause harm to an innocent victim.  

This is a decision that you will have to make for yourself.  There are pros to it in 
that it will require less work and steps when you are doing REM. However keep in 
mind that as security professionals we all need to be safe internet users.
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Test Environment
5. Collection of OSes:  You will need different 

operating systems for your testing

Base Image with no Patches 

Base Image fully Patched

Configure as host-only or a network

Store on hard drive and/or burn to CD 

One thing every test environment needs is multiple OSes.  If you want to test if a piece of code or 
exploit works against a specific OS you need to have it available.  For Linux its pretty easy since its 
open source.  For windows this is what I have found that works for me.  I ALWAYS get my boxes 
that I buy with the OS installed.   I am a packrat, so I have the licenses to OSes from my older 
systems that I use to build my test images.  I don’t get rid of the old stuff cause it comes in very 
handy.
Here is how I build my images and some things to keep in mind.  First the concept of building an 
image is nothing more than going through the installation process that you normally would on a 
regular box.  I build my base image with NO patches on it whatsoever.  That gives me the ability to 
apply certain ones and to test if they work or not.  Remember you can revert back to the images 
original state,  but removing patches and reinstalling them is time consuming and clumsy.  
I also build a base image that is completely patched.  That also speeds up the process if you want to 
test if an exploit works on a system that has been patched.  Even if its not current when you want to 
test it, its easy to install the last few patches and take a new snapshot of the OS.
Configure your image to run as host-only or on a network.  Host only means that it functions like a 
stand alone box.  For the networking configuration there are many ways to do this such as on a 
VMnet or as a team on a desinated LAN.  Its not really important which route you choose as changing 
it is trivial.  It is important that when things don’t work right that you check how your images are 
configured. 
The images when built should be stored on a CD/DVD for backup and future usage.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

This is an area that I cannot emphasize enough.  Safety is something that has to be 
considered when you are working with malware.  Safety for yourself and safety for 
others.  Remember that accidents do happen:>) 
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Safety is KEY!!
1. Don’t multi-task!

2. Copy files from the command line when 
moving them

3. Get files via the command line

4. Remove all files from non-test box

Multi-tasking can get you into trouble when you are working with malware.  How can it get you into 
trouble?  Because your not totally focused on what you are doing.  Here’s an example that happened it me.  
It was very late and I was working on a piece of malware with fellow handler Tom Liston.  He emailed me 
a copy of the malware (phatbot) and it was zipped and password protected as it should be.  I however was 
doing many things at one time while I while we were doing this. I saved the malware to my hard drive on 
my personal home system that my husband and I both use.  Since I have had times when the file came 
through corrupted, I decided to make sure it would extract right before I moved it to my test box.  So I 
double clicked on the malware and typed in the password.  Nothing happened.  No box asking me where I 
wanted to exact it to came up.  I sat there for a split second before I realized what I had done.  I double 
clicked on the malware which doesn’t extract it but launches it!!  I had infected myself!  It made for a long 
night of cleanup and a very unhappy husband.  Be careful what you are doing and don’t get distracted.
I highly recommend coping files from the command line when moving them.  Get in the habit of doing this 
and it will eliminate the possibility of infecting yourself like you would in a GUI interface.
Also you will want to get files from the command line.  I use wget which is included in the appendix of 
this brief.  This lets me safely grab malware.  Yes I do grab malware from my home box that is attached to 
the internet.  Many times it comes in via email or something that is uploaded via the ISC website.  I then 
move it to my test box.
Once you get your file, move it onto a thumb drive or whatever device you are using and then delete that 
file immediately!  You shouldn’t leave it stored on your hard drive.  
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Safety is KEY!!
5. Label storage devices that hold malware

6. Password protect malware (‘infected’)

7. Don’t get complacent
8. Connect test box to internet only when 

needed
9. Don’t connect your

test box to any network

You need to label your storage devices that contain malware.  My family uses computers in the same 
room where my test box is set up.  I store my malware on thumb drives.  You don’t want your significant 
other or kids to get hold of them and inadvertently infect your systems.   So label them and keep them 
safe!
ALWAYS password protect your malware!  It may be a small piece of malware and doesn’t need to be 
compressed but it reduces the possibility of accidents….although not totally:>)
Don’t get complacent.  We are all guilty of this.  You do something long enough and you don’t always 
stop and think things through before you do them.  It becomes second nature.  When working with 
malware you have to be thinking at all times!
Only connect to the internet if there is no other way around it. I have found that I can do what I need to 
via my VMware without ever connecting.  You do have to get creative at times.  I have had bleed over's 
from my VMware to my host system.  Blackmal was a prime example of this and it was because I didn’t 
realize that one of my images was configured to allow sharing with the host OS.  If it had been connected 
to the internet, I would have contributed to the spread of it.  Play it safe and don’t connect.  
Here is something that should be common sense, but needs to be addressed.  DON’T connect your test 
box to a network, not even after you have completed your testing!  Here are a couple of reasons.  First, 
you don’t always know what has occurred on the host box when playing with malware.  You run a risk of 
damaging the entire network by doing this.  Always keep your test box isolated!  Second, you may forget 
that its connected when running your next test and that would be very bad. 
Safety for yourself and others is an absolute essential in the world of REM.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Tools of the trade are key in any field.  It is no different in the world of REM.  Each 
person will collect and build their own tool kit that meets their needs.  There is no 
standard, but here are some tools that you should be familiar with and are essential 
in my eyes.
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Tools of the Trade
OllyDbg
Sysinternals toolset
Ethereal/snort/favorite sniffer
RegShot
Netcat
md5sum
UPX

Here are some tools that we will be using in our walk thru at later in this 
presentation.  This is NOT an all encompassing list.  There are just too many cool 
tools out there.  For the sake of time, I have moved some of these tools that I 
consider essential to an appendix at the end.  I will only be covering the tools that 
we will use today to do our analysis.
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OllyDbg
1. OllyDbg: 32-bit assembler level analysis debugger for 

Microsoft Windows.
Usage: to work with the malware for tasks such as viewing 
the code and stepping through it. 

OllyDbg is a 32-bit assembler level debugger that will let you look at the code 
behind the malware.  It can be intimidating to someone who has never used it or 
looked at assembly.  If you have any programming experience at all you should be 
fine.  Assembly is just another code to learn.  You don’t have to know it all, but 
there are some key things that you need to learn to look for in the code.  You can’t 
teach someone how to use OllyDbg in a setting like this.  The best way to learn it is 
to read and then rollup your sleeves and give it a try!  If you get stuck, remember 
that Google is your friend:>)
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Sysinternals Toolset
2. Key Tools:

a) Process Explorer: Tool to see what processes, files, 
DLLs have been opened and are running.  Let’s you view 
detail information about each one.
Usage: When launching malware and/or while its running

Process Explorer is a very useful tool that sometimes can reveal things that are 
hiding.  It has a nice, easy to use GUI interface (not all GUIs are bad:>) and great 
functionality.  It is also tied to some of the other Sysinternals toolsets and can be 
launched from within them for further inspection.  A relatively new feature of 
Process Explorer is that it lets you see what network connections are associated with 
a particular processor.   That comes in very handy when doing analysis!
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Sysinternals Toolset
2. Key Tools:

b) TCPview: Let’s you view all open TCP and UDP 
connections and the process that owns them
Usage: When launching malware and/or while its running

I like TCPview and it comes in very handy.  It lets you see what is listening and 
who owns it.  It also is a visual way to watch what is happening on your OS without 
reverting to the trusty old netstat on the command line to see. Some things can pop-
up really fast and then close without your knowledge.  TCPview helps this not to 
happen.  As you can see in the slide above the red represents connections that are 
closing and the green represents new connections occurring.  It also tells you the 
state of the connection.
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Ethereal
3. Ethereal: A protocol analyzer (aka: sniffer)

Usage: When launching the malware and 
while doing analysis.

Ethereal is a great sniffer and makes it fast and easy to look at packets, especially 
for those that are “hex” challenged.  A sniffer is nothing more than a tool that puts 
your NIC into promiscuous mode and allows it to grab whatever it sees going by on 
the wire.  If you are not familiar with using sniffers and watching traffic, you need 
to become familiar with it.  There are many sniffers out there, but Ethereal is my 
preference due to ease of use and readability.  However, I would keep Snort handy 
as I do have to use it as well at times.
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RegShot
4. RegShot: Tool that tells you what has 

changed on your system
Usage: Before and after you launch your 
malware

RegShot is a “must have” tool.  It takes a snapshot of the drive you specify or just 
certain folders on that drive.  It then takes a “picture” of what everything looks like.  
After you do what ever it is your doing on your computer, you then take a second 
snapshot and it will show you what was changed.  This is a very useful tool when 
doing REM.
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Netcat
5. Netcat: “Swiss army knife” for networks.

Usage: When you need something to connect 
to or attempt a connection from

Netcat is a great tool that is handy to have around.  The functionality behind Netcat 
is amazing.  It can do scans, listen on all ports using TCP or UDP, transfer files, 
write output to another server, loose source routing etc.  The functionality is 
amazing.  I highly recommend that you become familiar with Netcat and its 
capabilities.  It is truly one of the most compact, handy tools to have around.
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md5sum
6. md5sum: Used to create a signature or hash 

of a file
Usage: Before you launch the malware to 
have a baseline for comparison against other 
files the malware may create

Md5sum is a command line tool that is useful for creating a hash or a “signature” of 
a file.  If ANYTHING changes in that file, the hash will be changed as well.  This 
tool can same you a lot of time when doing REM.  Many times the files created will 
have signatures that match, but they are just backup copies of themselves and won’t 
require analysis but on one file.
Also, if you are very organized and keep a hash of all the malware you have looked 
at and what it was called, you will find many times just filename has been changed. 
Its still the same ‘ole piece of malware you have looked at before.
If your not organized, there are many online resources such as Norman Sandbox that 
maintains a hash of all the malware submitted.  
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WinRAR
7. WinRAR: Tool to compress large file(s) into one 

smaller file
Usage: Use to safely transfer malware or 
information collect to keep things organized. 
Industry standard password is ‘infected’

WinRAR is a tool that allows you to compress and decompress files.  You can also 
password protect them.  This is the tool that will allow you to safely store your 
malware and protect others when sharing files.  Not all compressed files use 
Winzip, as such there are many extensions that you can encounter.  Winzip will 
work, but WinRAR is a more universal tool. 
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UPX
8. upx: Packer used a lot of compress and 

obfuscate code
Usage: Use to uncompress the code before 
analysis

There are many tools used to compress and/or protect malware.  Compressed data is 
not usually readable.  Often times you will UPX in the strings. That is a big clue 
there as to what compressed the data.  I usually let OllyDbg do my unpacking for 
me to ensure nothing is modified in the code in the process.  I make an exception for 
UPX.  I have not seen it cause any issues with the code and its very handy to have 
around and saves time.  You will find though sometimes UPX won’t work since the 
code has been modified after being compressed.  We will see an example of this 
later in the presentation.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Now that we have hit the highlights of setting up our test environment and what 
tools are required.  Let’s look more in-depth at the process used to do REM and 
what each one entails.
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Malware Analysis
Three Areas

Visual Analysis: What you 
can deduce just by looking at 
the file, its strings, size, 
where it came from etc. 

Remember this slide from earlier?  We will now talk more in-depth about visual 
analysis.
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Visual Analysis
1. What is the MD5?  Have you seen it before? 

2. Characteristics of the file:  Graphic icon, file 
size, compressed

3. What strings can you see in the file?

4. How was the file obtained?  Email, website, 
already on PC

5. What extension was being used?
.exe, .bat, .chm, .wmf, .xls, .zip, etc.

Visual analysis can give you a clue before you ever launch the malware as to what you can expect.
Before you do anything, you need to do a hash of the file.  That will ensure that you have an accurate 
hash of it and nothing changes along the way.  If you have maintained a list of malware, have you seen 
the hash before?  No need to analyze it again if you have already done so.
What are the characteristics of the file?  Is there a graphic icon representing an Excel spreadsheet, but its 
really an .exe?  How about a file name will multiple extensions to try to hide what it really is?  How big is 
the file?  If really small, might that indicate its compressed? When was it created and/or modified.  Is the 
date relatively recent?  All of these can give you a clue to the malware.
If you open the file in notepad or a hexeditor what strings can be seen?  If it is not compressed, you will 
see them and they can give you an idea of what is the actual purpose of the malware.
How was the file obtained?  Was it found running on a system?  Was it sent as an email attachment?  
How was the email written?  At the ISC we routinely get samples submitted to us.  In particular, one 
email caught by eye by the wording and who it was sent to.  I had warning bells going off and felt that 
attachment needed immediate attention.  I was right and it was a very tailored and targeted attack against 
an organization.  The method used by the malware was something I had never seen used before. My tip 
off was based totally on the visual analysis!  While its not as much fun as the other areas, DON’T 
discount this area of REM!!!  Here is the diary entry of my findings:  
http://www.incidents.org/diary.php?storyid=1147 for this particular malware.  A quick summary of the 
technique used can be found in Appendix B at the end. 
Last but not least, what extension(s) are being used by the malware and why would it use those?
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Malware Analysis
Three Areas

Behavioral Analysis: How 
the malware behaves when 
executed, who it talks to, 
what gets installed, how it 
runs, etc. 

Behavioral analysis is where the fun really begins!  There is nothing like watching 
malware in action and watch for new and novel approaches!
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Behavioral Analysis

1. What is the malware trying to do?

2. How is it running?

3. What traffic is being generated?

4. What gets installed and where?

5. What protocol is it using

This is the phase of malware analysis where you get to infect yourself and see what 
happens!  There is a lot going on and developing an structured approach to this step 
is very crucial or you will miss something!   This is the step where you play with 
your malware and see what its up to!  Be creative and try to think outside the box 
for what it might be doing!
Here is where you will use many of the tools above to try to figure out what the 
malware is doing. Based on what you observe, are any indications of its intent?  Is it 
trying to infect others, delete files, hide from you, watch traffic?  This are all 
questions that you need to keep in mind in this step
How the malware is running is also important to figure out.  Is it running as a 
process and can be easily killed?  Or is it running as a service that won’t let you 
touch it?  Does it have the ability to come back on reboot?  How about 
automatically restarting itself if you kill it?
What traffic is being generated?  Is it doing DNS requests for a specific site(s)?  Is it 
setting up a listener?  
What protocol is it using to attempt communication on or listen on?
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Behavioral Analysis

6. What is it looking for?

7. What gets modified on the host?

8. How does it start and stay started or does it?

9. Does it attempt to spread?

10. Is it listening on a port?

Once you know where it wants to go, what is it looking for once it gets there?  Does 
it want a file, grab information, transmit information?  Pay close attention to what is 
doing so that you don’t overlook anything.  Even if it seems benign, as in the 
malware I discussed earlier, there is a reason behind it!  You need to try to figure 
out that reason!
Exactly what is it modifying on the host?  Is it replacing files essential to login? Or 
maybe its replacing certain files?  What is being touched and the functionality of 
those files can help you solve the mystery.
Is this a persistent piece of malware or is it trivial to kill it?  How does it function?
Are they any indications of attempts to spread?  Traffic to other boxes, files placed 
on shares, looking for shares etc. are all good indicators
Did it set up a listener?  If so, why?  Is it a backdoor that you can connect to?  What 
port/protocol is being used?  Do you see any traffic to/from that port?
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Malware Analysis
Three Areas

Code Analysis: The 
actual viewing of the code 
and walking through it to 
get a better understanding 
of the malware and what 
its doing.

This is by far the most complex area to try to speak to and especially in a two hour 
time frame.  You will NOT walk out of here knowing how to do code analysis.  You 
will walk out of here with some techniques and things to look for and use in the 
future.  The actual code analysis is something that you can develop skill for by 
taking classes in Assembly or reading about it on the internet. I learn every time I 
do REM where this step is concerned!
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Code Analysis

1. If the code is compressed, what was used?

2. Once dumped, what strings do you see?

3. What is the code doing?

4. Look for key pieces of code

5. Password required?  What part of the code is
the code is handling that?

First off, its important to know if the code is compressed.  If you can’t read the 
strings, then it probably is.  You will also run into code that protects itself from 
being viewed with tools such as ASProtect which can send you running in circles 
and getting no where fast!  If you can identify what tool was used, you can then 
research techniques to beat it!  There is software that can help you do this.  Norman 
Sandbox is a good online tool that will give you a quick analysis.  
What do I mean by “once dumped”?  This refers to getting the code to the point that 
it is unpacked and the strings are readable.  This is a key part of code analysis and 
takes some practice to get to the point where you can do this!  I highly recommend 
you take Lenny Zeltser’s class on REM he teaches for SANS if you want to learn 
more in this arena.
Many times you will find key pieces of code that has been already nicely marked for 
you such as “Debugger Detection”.  Most times it is not labeled and you know 
what’s happening because your debugger closes at a specific point.  It is key to find 
out where this is happening at and then don’t let the malware make a call to that 
procedure!
If there is a password required to access the backdoor can you view the password 
being transmitted as you walk through the code?  Look for ‘stricmp’ being used an 
indicator of what area of the code might be handling this.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Now for the fun part!  A walk thru of a piece of malware.  I will not tell you what 
this malware is identified as because that would give away what it does.  Your 
challenge is to see if you can figure it out from what I have shown you in the 
following slides.  Try not to cheat and read the notes first!  See if you can solve it 
based on what we have discussed.  Remember, just like with any good old mystery, 
you are looking for clues to solve the puzzle!  Happy hunting!  
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Malware in Action
Test Network

Infected
Host

Web
Server

IRC
Server

Linux
192.168.227.130

W2K
192.168.227.128

XP
192.168.227.132

Here is a diagram of our test network.  It was created in VMware and all three 
systems can communicate with each other.   I chose this malware to show you how 
you can use different OS’s and how you don’t have to let your malware go to the 
internet!
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Malware in Action
Visual Analysis

First thing is to do a hash of the file and store it in a file of 
your choice.  This will let you add to it later.

If you remember, this is the first step you take before you do anything else!
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Malware in Action
Visual Analysis

Look at the properties of the file and see if there is any thing in 
there that might be of use.  What might the created date and 
size indicate?

What are some things that you can learn from looking at the properties?  For 
starters, it’s a application with a .exe extension.  You can also see that its quite 
small so I’m leaning toward it being compressed.  I also see the created timestamp 
is Sunday, August 21, 2005.  If that is correct, then it is not a new piece of malware.  
The modified date is also the same.  Keep in mind that these can be modified, but 
most folks don’t take the time to mess with them.
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Malware in Action
Visual Analysis

Open it in notepad or a hex editor and see what is there.  Is 
there anything readable?  What do the strings tell you?

When you look at the strings in notepad, what do you see?  Most of it is garbled, but 
there are a few strings that are identifiable such as:
Shellcode
Listening on
With
Ctotal
exploited
Assigned
join
deTOX (not scrambled so it probably is important)
RPC
From just those words you should be forming a picture of what this malware is and 
my guess is that is a IRC bot.  Notice the “join” command and the deTOX shortly 
there after.  “join” is a IRC command and my guess is that deTOX is a NICK.  
However it is still too early to tell for sure and what its purpose is.
Can you tell what was used to compress it?  Nothing jumps out at me at this point.  
We’ll have to research farther.
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Malware in Action
Visual Analysis

Since it UPX packed, try to use UPX to unpack the file.   Why 
did this fail?

The malware is UPX packed.  That was gleaned from another tool I have that was 
created by Tom Liston.  If you attend Lenny’s class on REM, you can get a copy of 
it:>)  There are other tools to help you with this.  
Since we know what packed it, let’s try UPX to see if it can unpack it.  Uh oh, 
Houston we have a problem.  UPX can’t unpack it because its been scrambled 
somehow after being compressed.  That explains why we didn’t see the strings we 
would expect from a UPX file.  As such, we’ll have to rely on OllyDbg later on to 
help us with this one.
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Malware in Action
Behavioral Analysis

Open everything you need BEFORE launching RegShot.  It 
will keep things cleaner.

This slide shows how I like to arrange things before I get ready to launch my 
malware.  I can see all my tools and control them easily.  Notice I stopped the 
capture on the Filemon and Regmon as well as clearing them before I launched the 
malware.  While we won’t look at the Filemon and Regmon results today, I always 
launch them in case I need deeper results.  Once you have infected your box, your 
malware may not behave the same way as with the initial infection.  It’s a pain to 
have to go back and try to get an initial capture.  So I always do it up front whether I 
use the results or not.
Also notice I always move my malware to the lower right hand corner.  Its just an 
easy way to know where it is and it doesn’t get hidden behind your windows.  
At this point you will do your “1st shot” using RegShot.  A word of advice, don’t do 
RegShot first then open all your files as RegShot will detect this activity and it will 
clutter up your results!
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Malware in Action
Behavioral Analysis

Now it time to do the cOpare with RegShot.  Do you see 
anything else of interest?

Now is the time that you start your Filemon and Regmon captures, and then launch 
your malware.  I usually give my malware about a minute to run to ensure it gets 
finished.  Then I stop my captures being done by Filemon and Regmon and do my 
“2nd shot” with RegShot.  The cOmpare button on RegShot is how you view the 
results.
It is important to always be observant when you are doing REM.  What can we 
already learn from what we see on this screen?
We see UDP packets being collected by Ethereal.  My guess, based on the amount 
and protocol, is that the malware is doing DNS queries.  We won’t know this for 
sure until we look.  If it is that, then our malware is looking for something and that 
will require further investigation.
Also if you look at Process Explorer you will see we have a new process called 
Rpcmon that has been started!  So our malware has gotten right to work.
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Malware in Action
Behavioral Analysis

Here are some interesting things that appear from the compare.  
What do you see?

Let’s look at what we find when we look at the RegShot results.  I would highly 
advise that you immediately save those results to the desk top with a descriptive 
name that tells you what it is.  I have “accidentally” closed my results before 
without saving them first.  Its good that we learn from our mistakes!  The results 
won’t always be the same the second time you launch the malware.  You can test 
that for yourself.  It’s a pain to have to start all over again.  So stay focused on what 
your doing so you don’t make mistakes and waste time!
From RegShot, we can see that it has added some registry keys pertaining to the 
process we saw earlier in Process Explorer.  So that process is related to our 
malware.  Also we see that it is going to be running as a “service” so it could be 
more difficult to deal with.
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Malware in Action
Behavioral Analysis

See anything else of interest?

Looking further at the results shows us that there were two files added to the system.  
So now we must find those files and do a hash of them to see if we can determine if 
they are the same or different.
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Malware in Action
Behavioral Analysis

Make sure you do a hash of any files created BEFORE you do 
anything else.  What can this tell you?

We did a hash of the files and what do you know?  Two of the files are identical!  It 
seems that Rpcmon is the same file as our original malware.  That is good because 
its one less file to have to analyze!  
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Malware in Action
Behavioral Analysis

Here are the contents of terminate.bat.   What is it doing?

Here is the contents of our “teminate.bat” file.  This file takes in two different 
variables and has a couple of nice loops set up.  So something is getting past to this 
file.  Based on the file name and content, I would say that it is used for checking if 
something exists and then it kills it.  Filemon results would probably show is when 
this file is getting used.  My guess is that it is used in conjunction with this malware 
since it wasn’t created and then deleted when finished.  Most malware authors try to 
clean up after themselves to leave as small of a footprint behind as possible.  I did 
not explore this area in depth, so it will remain a mystery!  Another thing you can 
do is use a tool called Fundelete that will catch anything that malware tries to get rid 
of!
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Malware in Action
Behavioral Analysis

DNS queries are outbound.  What does that tell us?

Moving on to our packet capture, it would seem that our initial guess was correct.  
The malware is making DNS queries for specific sites.  Now we need to find out 
what it wanted from those sites.  Make a note that Internet connectivity is not 
necessary!
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Malware in Action
Behavioral Analysis

Host files are useful tools.  What is the purpose of these 
entries?

So, our malware wants to go to the internet to specific sites.  What do we do?  Well 
the way to handle this is to modify the host file on the infected box.  I monitored the 
traffic to see what all sites it was trying to go to.  I then placed those sites in my host 
file and pointed them to one of my boxes.  The malware checks the host file to see if 
information about its request is in there.  Initially, I pointed them to my XP box at 
192.167.227.132.  I could have easily pointed them to my Linux box as well.  This 
screen shot shows the host file as it was configured in the end to send them to my 
Linux box.  The reason why will become apparent shortly.  The paypal site will also 
be used later.  This screen shot should give you the idea of how to modify the host 
file.
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Malware in Action
Behavioral Analysis

After modifying the host file, what does Ethereal show us?

The malware now knows where to go, but there isn’t anything listening on those 
ports….yet!  But this capture tells us that its looking for ports 1023/TCP and 
6556/TCP.  The next step is to figure out what it wants.  Any bets that its looking 
for a IRC server based on the initial strings we saw in the visual analysis portion?  
However, the ports do not match the standard IRC port used such as 6667/TCP.  So 
we will have to wait and see to be sure!
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Malware in Action
Behavioral Analysis

We can set up a listener with Netcat to see for sure what the 
malware is looking for.  What is the purpose of the –L in the 
Netcat command line?  What do the results verify?

Now that we know the ports its trying to connect on we will give it what it wants.   I 
set up a Netcat listener on port 6556.  Notice I used a –L to tell it to listen.  This is 
because a –L specifies a persistent listener which means it won’t terminate once a 
connection has been established.  If I had used a –l it would have immediately 
terminated after the connection was made.  
Now we have confirmation that it was looking for a IRC server.  We see a “USER”
and a “NICK” which are all related to the IRC world.  Its time to bring in the Linux 
box!
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Malware in Action
Behavioral Analysis

Set up your IRC server to listen on port 6556 and monitor the 
malware.  Where have we seen this before?

My Linux image is set up to run an IRC server.  I changed its configuration to listen 
on 6556/TCP and 1023/TCP instead of 6667 and 6668.  So now I set my host file to 
point to this server and monitor the traffic generated by the malware.  In the data 
portion of this packet, we see the user name being passed.  There is also the DETOX 
string from earlier.  
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Malware in Action
Behavioral Analysis

What key piece of information is contained in this packet?

This packet shows us the channel that it is joining and its called “#19”.    So our 
next step is to follow the bot:>)
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Malware in Action
Behavioral Analysis

Since the bot joined #19#, let’s follow it!

We join ourselves to the same channel as the bot.  
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Malware in Action
Behavioral Analysis

Do a “/who #19#” and make sure everyone is there

We also need to verify that the bot has successfully joined the channel.  And a quick 
“/who #19#” shows us that it has.  Now its time to figure out how the code is 
working!  If my hunch is correct, we should find strings in the malware that tell us 
what commands the bot will take!
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Malware in Action
Code Analysis

OllyDbg was used to unpack this malware and 
dump the strings found.  What does this look like?

Due to time constraints, I am not going to walk thru the steps used to unpack this 
malware.  That is something that will have to be done on your own time or via 
another course.  The objective of this presentation is to give you a methodology to 
follow.

Notice the strings that we see here: 
“.bot.sleep”
“.bot.uptime”
“.bot.os”
These sure look like the IRC commands we were expecting to find! Let’s see how 
the bot likes them!
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Malware in Action
Code Analysis

Let’s test some of those commands!

I went back to my Linux box and tried out some of these commands on the 
malware.  I got no response from any of them.  Was the bot even getting these?  We 
need to check that!
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Malware in Action
Code Analysis

Use OllyDbg to verify that the bot received the 
commands.  How do we know it did?

I always set key break points in my code.  This helps with walking through the code 
and figuring out what the different sections of the code does.  One of the windows 
that OllyDbg has will allow you to watch what is getting stored in memory.  Here 
we that our commands indeed are getting passed to the bot.  We are still missing 
something somehow as the bot is not responding to them.   My guess is a password 
that is needed.  However, chasing this down is behind the scope of this presentation!
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Malware in Action
Code Analysis

Some interesting strings were “paypal” “bank” “egold”
“login” and “sniffer”.  Anybody have a theory?

Some of the other strings found can be seen on the slide above and pertained to 
financial type institutions so we know that something is probably watching.  
Another string that was sound said “sniffer” so my guess is the bot is watching for 
any of these words to be used.  
To check this, I set up a web server on my XP box.  I just so happened to have a 
complete paypal phishing site stored on one of my thumb drives. Who ever said 
phishing sites weren’t good for anything:>)  So I used it to setup a site that I could 
log into and see if it was indeed watching for financial institutions.
Remember the modified host file with paypal.com in it?  This is where it comes 

into play to direct our malware to our fake website.
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Malware in Action
Code Analysis

To test our theory, let’s attempt a login to our fake Paypal site

I then launched my own sniffer and tried to login to the PayPal site located on my 
XP box.  We can see the traffic from my login attempt here in the data portion of 
this capture.
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Malware in Action
Code Analysis

What else is taking place?

What else took place during that login?  Well if you examine the traffic further, you 
will see that the bot sent a message back to the IRC server containing the words 
“sniffer” and “paypal”.  So it seems that our bot is watching what we were doing.  
Was it successful in capturing our credentials?  Let’s keep looking!



67

67

Page 67 of  83
Malware Analysis:  The Basics

Malware in Action
Code Analysis

Was the sniffer attempt successful?  Why?

Hmm, we seem to have run into a problem.  There is another channel being looked 
for called #raw.  So we are still missing a piece of the puzzle to accurately duplicate 
an environment for our malware to function properly.  Let’s see if we can correct 
this.
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Malware in Action
Code Analysis

What happened after setting up a channel called 
#raw#?

I set up a channel called #raw on the server and then attempted another login to the 
fake paypal site.  It still failed, but we were one step closer. There is still something 
missing.  
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Malware in Action
Code Analysis

It’s can be a long process.  You have 
to decide how far you want to take it 
and is it really necessary.

I’m sad to say that this is where our journey must end.  REM can be a very time 
consuming process if you let it be!  You have to decide how far to take it and 
how much you really need to understand the malware.  Here are some things we 
learned from this analysis:

1. It was compressed
2. It was an older piece of malware that Symantec detects as w32/IRCbot
3. We know the IRC sites that it was looking to join.  We can now notify the ISPs 

with our documentation and try to get them shut down.  We can also block those 
sites if we suspect an infection on our network.

4. It was attempting to monitor for financial institutions and used a sniffer.
5. There was a command and control channel for the bot and we know some of the 

commands.
6. It established itself as a service.
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Agenda
Overview of Malware Analysis

Setting up your test environment

Safety is key

Tools used and how to use them

Putting it all together

Malware in action

Tips and gotchas

REM 
is

FUN!!

Here are some things that I hope will help you as you continue your journey 
learning about REM.
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Tips
1. Read a lot:  Articles on REM, REM websites, 

assembly language, etc.

2. Google is your friend

3. RETNs and CALLs are key

4. Network with other folks in the field

A lot can be learned by reading articles and watching forums for techniques.  If you 
are really interesting in doing this reading and practicing are your best methods.   
There is no classroom setting that can ever replace hands on experience
Google is your friend and sometimes the strings found or sites listed with show up 
in a Google query.  If you need help with a assembly command, then Google for it.  
On the code analysis side, RETNs and CALLs are your friends in assembly and they 
are good places to set your breakpoints.
It is also key to network with other folks in the field.  I learn all the time from my 
friends.  I get myself completely lost and need help from others.  Never be 
embarrassed to ask for help!  We also need to share what we learn and be willing to 
help each other!  We need a strong team effort to beat the bad guys!



72

72

Page 72 of  83
Malware Analysis:  The Basics

More Tips
5. Read analysis done on malware and try to 

duplicate the results to test yourself

6. If packed, let the code unpack itself

7. Use the OllyDump plugin

8. It’s a game, have fun with it and don’t give up!!!

Another great way to learn is to read the analysis done on a type of malware and 
then try to duplicate it.  It will mean that you need to get a copy of the malware, but 
as you network you will find folks in the field that you can get a copy from.  The 
longer you do this, the larger your own malware collection will grow!
If the code is packed, save yourself a headache and let the malware unpack itself.  
Learn how to find the point where the malware is at the end of the unpacking 
portion of the code!  That is where you want to be!
There is a plug-in you can get for OllDbg called OllyDump.  This will let you take 
your unpacked code and dump it in its current state.  This will save you the time 
from having to unpack it all over again later!
REM is a game!  Its you against the malware!  Don’t give up and don’t let the 
malware beat you.  If you stick with it on the hard ones you are only making 
yourself better in the end!  Above all….Have Fun!
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Gotchas

1. Tools used to compress and protect malware

2. Debugger Detection

3. VMware Detection

Here are some headaches that you will run into such as code that has been packed 
and protected as well.  ASProtect is a pain to deal with and other tools out there can 
be a nightmare as well to get the code to show itself.  There is a lot of information 
on the internet with approaches to how to unpack malware that has been protected!  
Don’t lose heart and don’t give up!
Debugger detection can throw you for a loop the first time you encounter it.  You 
have to figure out where its located in the code and not allow the malware to run 
that portion of the code.  A easy way to do that is to replace the call to that portion 
of the code or the code itself with NOPs.  They do nothing the will just all the 
debugger to continue as if it wasn’t there.
VMWare Detection is not real prevalent…yet!  How ever it is starting to show up 
now.  Basically if the malware detects that you are running VMware, it performs a 
completely different behavior than what its true intent is.  For more information on 
dealing with VMWare detection, make sure you review the presentation give by 
fellow handlers Tom Liston and Ed Skoudis.



74

74

Page 74 of  83
Malware Analysis:  The Basics

Want to Learn More?

• While at SANSFire, fellow handler Pedro 
Bueno will give a presentation called 
“Malware Analysis:  Lessons Learned”
10 July from 7-9pm

• Fellow handler Lenny Zeltser teaches a SANS 
course called Reverse Engineering Malware 
See the SANS website for more information!
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Questions??

Thank you for your patience and for attending.  Feedback is always welcome!
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Appendix A
Additional Tools

Wget

Regmon

Filemon

RootkitRevealer

Autoruns

Additional tools that should be in your toolkit but not used in our analysis today!
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Wget
1. Wget: Tool to get files via http, https and 

FTP
Usage: Command line tool to download the 
files and/or website in question.
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Sysinternals Toolset
3. Key Tools:

b) Regmon: Let’s you view all registry activity in real time.
Usage: When launching malware and/or while its running
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Sysinternals Toolset
3. Key Tools:

c) Filemon: Let’s you view all file activity in real time.
Usage: When launching malware and/or while its running
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Sysinternals Toolset
3. Key Tools:

e) RootkitRevealer: Let’s you scan your system 
for rootkits
Usage: After the malware is installed
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Sysinternals Toolset
3. Key Tools:

f) Autoruns: Let’s you scan your system for what 
applications automatically start when you login. 
Usage: After malware is installed
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Appendix B
Covert Channel

This appendix contains the example of a targeted attack found during the visual 
analysis step as discussed above
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Covert Channel
Step 1:  Malware gets installed from user opening attachment

Step 2:  Malware issues “GET” request to website

Step 3:  Malware receives website information

Step 4:  Malware parses first 64 bytes of data

Step 5:  Malware extracts Base64 encoded command 
from HTML comments  "<!--" and “-->” found  
within the first 64 bytes                          

Step 6:  Commands: S (sleep), D (download and execute),  
and R (reverse shell).                  

This slide shows the unique approach this malware used to establish a covert 
channel.


